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Dharmsinh Desai University, Nadiad
IT Infrastructure & ICT Enabling Committee

Preamble

Owing to the changing global standards of education & modern practices of online teaching
and e-learning, the role of Information and Communications Technology (ICT) in education
has become relevant or rather imperative. The IT Infrastructure & ICT Enabling (IIIE)

community of faculty & students which can be largely eased by the use of ICT to attain their
goals & reach the next level when it comes to their career.

Scope of Work

budgeting, procurement, and deployment of adequate and efficient [T infrastructure like
Network Servers, Routers, Switching, Cabling, etc.

2) Facilitate electronic storage of data centrally by means of NAS or other web storage

facilities. Also to restrict data access only by authorized users by means of Data security
tools and enforcement of IT usage policy.

3) Ensure preventive maintenance of ICT infrastructure & Facilitate in-
IT resources.

4) Create a facility for Employees’ Biometric Attendance from the HR perspective.

5) Facilitate implementation of ERP technology for promoting innovative teaching &
learning & administration processes

6) Facilitate implementation of campus wide Internet access & emailing for current
students, employees & visitors.

7) Create a facility for integrating e-resources with conventional classroom teaching by
means of smart classrooms or say ICT enabled classroom. It includes the facility for
streaming & recording lectures, making interactive and multimedia-enriched teaching
material, etc.

8) Create a facility for Securing Access to the server room and other key locations.
9) Create a facility of Mobile charging Station.

time repair of the
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DDU Information Technology (IT) Policy

Undoubtedly, Intranet & Internet services have become the most Important resources in
educational institutions & research organizations. Realizing the importance of these services,

campus and is expected to reach 1000 connections very soon.

running the university’s Intranet & Internet services. UCC is running the Firewall security,
DHCP, email, DNS, and web servers and manages the network of the university. DDU is
getting its Internet bandwidth from the Internet Service Provider. Total bandwidth availability
from the ISP source is 500 Mbps over Fibre (leased line). DDU has also provisioned 250 Mbps

Limited Internet bandwidth.
Limited infrastructure like computers, computer laboratories,

Limited financial resources in which faculty, students, and staff should be provided with
the network facilities and

® Limited technical manpower, needed for network management.

by users:
®  Prolonged or intermittent surfing, affecting the quality of work

®  Exposure to legal liability and cases of sexual harassment due to harmful and embarrassing
content.

® Confidential information is being made public.
® Heavy downloads that lead to choking of available bandwidth

Intent
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measures will not be effective and not necessarily align with management objectives and
desires.

for using the university’s computing facilities including computer hardware, software, email,
information resources, intranet, and Internet access facilities.

changing technology, changing requirements of the IT user community, and operating
procedures.

Purpose
The purpose of DDU IT policy is to set direction and provide information about acceptable

IT policies may be classified into the following groups:
® |T Procurement Policy

® IT Usage Policy

® IT Security Policy

®  Web Site Policy

® Emergency Management of IT

® Breach of DDU Information Technology (IT) Policy
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Or by the individual departments, or by individuals of the DDU community, or by authorized
visitors including vendors/suppliers providing services to DDU on their own hardware
connected to the DDU network. This IT policy also applies to the resources administered by
the central administrative departments such as the Library, Computer Centres, Laboratories,
and Offices of the recognized Associations or wherever the network facility was provided by

Computers owned by the individuals, or those owned by research projects of the faculty, when
connected to the campus network are subjected to the Do’s and Don’ts detailed in the DDUIT
policy. Further, all the faculty, students, staff, departments, authorized visitors/visiting faculty,
and others who may be granted permission to use the DDU’s IT infrastructure, must comply

this policy is clearly communicated, understood, and followed by all users. The HR/Admin
department and the respective activity in-charges who contract for these services shall be

responsible to provide the contractor/vendor/supplier with a copy of this Policy & brief them
before any access is given to them.

General

Standards for acceptable use of DDU IT resources require

® Responsible behavior with respect to the IT environment at al] times.

® Compliance with all applicable laws, regulations, and DDU’s policies

® Respect for the rights and property of others including Intellectual Property Rights.

1.1 IT Procurement Policy

1.1.1 Hardware Resources

The desktop computer Systems must be purchased as a standard desktop system bundle and
must be branded systems from an internationally recognized manufacturer. They should be
preferably loaded with a free operating system like Linux and integrate with existing hardware
deployed at the majority of institutional locations,

The high-end server Systems must be branded system from an internationally recognized
manufacturer and must be purchased along with requisite software modules. Server systems
purchased must be compatible with the institution’s other server systems and all other computer
hardware in the institution.
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Fiber cables and modules with required accessories, mounting racks, Online LIPS,
Network Access Storage devices, etc. ) must be decided by the DDU Network Administrator
mmittee of University.

peripherals. Computer peripherals purchased must be compatible with all other computer
hardware and software in the institution.

1.1.2 Software Resources

DDU encourages and promotes the use of open-source or freeware for academic activities.

Open source or freeware software can be obtained without payment and is usually downloaded
directly from the internet.

All software must be appropriately registered with the supplier where this is a requirement.
DDU is to be the registered owner of all software, All software must be compatible with the
institution’s server and/or hardware system.

1.2 IT Usage Policy
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at other locations.
1.2.1 Software Usage

Only software obtained in accordance with the DDU’s [T procurement policy is to be installed
on the institution’s computers. Prior to the use of any software, the employee must go through

the instructions on any licensing agreements relating to the software, including any restrictions
on the use of the software.

users etc.), then it is the responsibility of the Head of Departments to ensure these terms are
followed.
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The unauthorized duplicating, acquiring, or use of software copies is prohibited. Any employee
who makes acquires, or uses unauthorized copies of the software will be referred to the IIIE
committee of the University for Further Consultation. The illegal duplication of software or
other copyrighted works is not condoned within this institution and University is authorized to
take disciplinary action where such an event occurs,

An employee is held responsible for the content (in the fi

le storage area, web pages,
stored/archived emails, etc.) stored in the allotted IT resource.

Conduct that interferes with the normal and proper operation of DDU information systems,

which adversely affects the ability of others to use these information systems, or which is
harmful or offensive to others will not be permitted.
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2.3 Access Control

Users must physically connect or disconnect any equipment, including DDU-owned computers
and printers, to or from any DDU network only after permission.

All DDU computers that are either permanently or temporarily connected to the internal
computer networks must have a password-based access contro] system. Regardless of the

network connections, all computers handling confidential information must also employ
appropriate password-based access control systems.

Only persons who have been authorized can access and/or make emergency changes to any
DDU computer System or centralized network devices.

Unless prior approval has been obtained, users shall not establish Internet or other external
network connections that could allow non-authorized users to gain access to DDU systems and
information. All in-bound connections to DDU computers from external networks must be
protected with an approved password or ID access contro] system.

Modems may only be used at DDU after receiving the written approval of the Vice Chancellor
and must be turned off when not in use.

Users shall not make copies of system configuration files (e.g. Passwords, etc) for their own,
unauthorized personal use or to provide to other users for unauthorized uses.

Users are forbidden from circumventing security measures. Incidents involving unapproved
system cracking (hacking), password cracking (guessing), file decryption, software copying,

Users must not test, or attempt to compromise computer or communication system security
measures unless specifically approved in advance and in writing.

1.2.4 Passwords
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In cases where no prior approval had been obtained for sharing of password(s) with other users,
such user shall be completely responsible for a] consequences that shall follow in respect of

breach of this Policy and DDU shal] initiate appropriate disciplinary proceedings against the
said user.

1.2.5 Internet and Intranet Usage

controlled by UCC.

Major network expansion is also the responsibility of UCC. Every 3 to 5 years, UCC reviews
the existing networking facilities and the need for possible expansion. Network expansion will
be carried out by UCC when the university makes the necessary funds available.

, €ach network
nded internally with
ther person uses that

port in the room from where that computer will be connected may be bi

that IP address, with a request to the Network Administrator, so that no o
IP address unauthorisely from any other location.

Use of any computer at the end-user location as a DHCP server to connect to more computers
through an individual switch/hub and distributing IP addresses (public or private) should
strictly be avoided, as it is considered an absolute violation of IP address allocation policy of
the university. Similarly, configuration of Proxy servers should also be avoided, as it may
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connecting to the university network over the WLAN must register for the same

Individual
with UCC. Network access must be restricted either via authentication or MAC/IP address
both. If individual department/units wants to have wireless extension over the

wired network, prior to installation of such network, it should obtain permission from the
university authorities whose application must be routed through the In-charge, UCC.

UCC provides Network Access IDs and email accounts to the individual users to enable them
to use the Internet services through campus-wide network and email facilities provided by the
university upon receiving the requests from the individuals on prescribed proforma. The
credentials provided are not to be shared with any employee within the institution,

Access to the internet and its resources is provided for the academic activities on behalf of
DDU. Reasonable personal use of the Internet is permitted, according to constraints and
conditions set out into the Network Firewall by the UCC.

Requests for new user-IDs and changes in privileges must be made to the UCC in email
( itsuDDort@ddu.ac.in) with a copy to the respective Head of the Department/Activity In charge.
Requesting users must clearly state why the changes in privileges are necessary.

Where an employee forgets the password or is ‘locked out’, then the DDU Network
Administrator is authorized to reissue a new password upon receiving an official email request
on itsupport@ddu.ac.in, from the user or an authorized person on behalf,

Management reserves the right to revoke the System privileges of any user at any time.

games, entertainment software or other inappropriate files (for example, video or audio

materials for personal use), playing games against opponents or gambling over the internet is
not permitted.
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