
Dharmsinh Desai University, Nadiad
IT Infrastructure & ICT Enabling Committee

Preamble

Owing to the changing global standards of education & modern practices of online teaching
and e-learning, the role of Information and Communications Technology (lCT) in education
has become relevant or rather imperative. The IT Infrastructure & ICT Enabling (lIIE)
committee of the University is formed to promote the effective use of ICT to support and
change the teaching and learning process. The broad objective here is to build a strong
community of faculty & students which can be largely eased by the use of ICT to attain their
goals & reach the next level when it comes to their career.
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Facilitate paperless information exchange across departments by provisioning of fast
and secured Internet access within the campus. This includes requirement gathering,
budgeting, procurement, and deployment of adequate and efficient IT infrastructure like
Network Servers, Routers, Switching, Cabling, etc.
Facilitate electronic storage of data centrally by means of NAS or other web storage
facilities. Also to restrict data access only by authorized users bymeans of Data security
tools and enforcement of IT usage policy.
Ensure preventive maintenance ofICT infrastructure & Facilitate in-time repair of theIT resources.
Create a facility for Employees' Biometric Attendance from the HR perspective.
Facilitate implementation of ERP technology for promoting innovative teaching &
learning & administration processes.
Facilitate implementation of campus wide Internet access & emailing for current
students, employees & visitors.
Create a facility for integrating e-resources with conventional classroom teaching by
means of smart classrooms or say ICT enabled classroom. It includes the facility for
streaming & recording lectures, making interactive and multimedia-enriched teaching
material, etc. I

8) Create a facility for Securing ~ccess to he S~ItV€r,fQO and other key locations.
9) Create a facility of Mobile Gharging Station.
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DDU Information Technology (IT) Policy

Undoubtedly, Intranet & Internet services have become the most important resources in
educational institutions & research organizations. Realizing the importance of these services,
DDU took the initiative way back in 2000 and established basic network infrastructure in the
academic complex of the university. Over the last two decades, not only active users of the
network facilities have increased many folds but also the web-based applications have
increased. This is a welcome change in the university's academic environment. Now, the
university has 750+ network connections covering more than Eight buildings across the
campus and is expected to reach 1000 connections very soon.

University Computer Centre (UCC) is the department that has been given the responsibility of
running the university's Intranet & Internet services. UCC is running the Firewall security,
DHCP, email, DNS, and web servers and manages the network of the university. DDU is
getting its Internet bandwidth from the Internet Service Provider. Total bandwidth availability
from the ISP Sourceis 500Mbps over Fibre (leased line). DDUhas also provisioned 250Mbps
wireless connectivity in case of fiber failure. While educational institutions are providing
access to the Internet to their faculty, students, and staff, they face certain constraints:

• Limited Internet bandwidth.
• Limited infrastructure like computers, computer laboratories,
• Limited financial resources in which faculty, students, and staff should be provided withthe network facilities and
• Limited technical manpower, needed for network management.
On one hand, resources are not easily available for expansion to accommodate the continuous
rise in Internet needs, on the other hand uncontrolled, uninterrupted, and free web access can
give rise to activities that are neither related to Teaching/learning processes nor governance of
the university. At the outset, we need to recognize the problems related to uncontrolled surfingby users:
• Prolonged or intermittent surfing, affecting the quality of work
• Exposure to legal liability and cases of sexual harassment due to harmful and embarrassingcontent.
• Confidential information is being made pUblic.
• Heavy downloads that lead to clioking of ayaila Ie ljandwidth

I ~Intent

Page 2/20Dharmsinh Desai University .
. 91 02682520501 Website: www.ddu.ac.ind N di d - 387001 India. Ph : 91 02682520502 Fax. •College Roa, ala,



o
LlJ
t--o
LlJ
Q:::

Uo«
o
~z

use of the DDU's IT resources for limited personal use is a privilege but not a right,
extended to various users. The privilege carries with it the responsibility of using the DDU's
IT resources efficiently and responsibly. In the absence of clearly defined IT policies, it is
extremely difficult to convince users about the steps that are taken for managing the network.
Users tend to feel that such restrictions are unwarranted, unjustified, and infringing their
freedom of users. As IT users are aware, all educational institutions worldwide have IT policies
implemented in their respective institutions. Without strong management policies, IT security
measures will not be effective and not necessarily align with management objectives anddesires.

Hence, policies and guidelines form the foundation of the Institution's security program.
Effective policies are a sign of due diligence; often necessary in the event of an IT audit or
litigation. Policies also serve as blueprints that help the institution implement security
measures. Hence, DDU also is proposing to have its own IT Policy that works as guidelines
for using the university's computing facilities including computer hardware, software, email,
information resources, intranet, and Internet access facilities.

This document makes an attempt to propose some IT policies and guidelines that would be
relevant in the context of this university. While creating these policies, every effort has been
made to have a careful balance between security and the ability to conduct the rightful functions
by the users. Further, due to the dynamic nature of Information Technology, Information
security in general and therefore policies that govern the information security processes are
also dynamic in nature. They need to be reviewed on a regular basis and modified to reflect
changing technology, changing requirements of the IT user community, and operatingprocedures.

Purpose

The purpose of DDU IT policy is to set direction and provide information about acceptable
actions and prohibited actions or policy violations. Guidelines are created and provided to help
the University as a whole, departments, and individuals who are part of the university
community to understand how University policy applies to some of the significant areas and to
bring conformance with stated policies.
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by the individual departments, or by individuals of the DDU community, or by authorized
visitors including vendors/suppliers providing services to DDU on their own hardware
connected to the DDU network. This IT policy also applies to the resources administered by
the central administrative departments such as the Library, Computer Centres, Laboratories,
and Offices of the recognized Associations or wherever the network facility was provided bythe DDU.

Computers owned by the individuals, or those owned by research projects of the faculty, when
connected to the campus network are subjected to the Do's and Don'ts detailed in the DDU IT
policy. Further, all the faculty, students, staff, departments, authorized visitors/visiting faculty,
and others who may be granted permission to use the DDU's IT infrastructure, must comply
with the Guidelines. Certain violations of IT policy laid down by the DDU may even result in
disciplinary action against the offender by the university authorities. If the matter involves
illegal action, law enforcement agencies may become involved.

It shall be the responsibility of all Faculty Deans and the Head of the Department to ensure that
this policy is clearly communicated, understood, and followed by all users. The HRJ Admin
department and the respective activity in-charges who contract for these services shall be
responsible to provide the contractor/vendor/~upplierwith a copy of this Policy & brief them
before any access is given to them.

General

Standards for acceptable use ofDDU IT resources require
• Responsible behavior with respect to the IT environment at all times.
• Compliance with all applicable laws, regulations, and DDU's policies
• Respect for the rights and property of others including Intellectual Property Rights.

1.1 IT Procurement Policy

The IT resource requirements from each faculty/department should be gathered and the
budgetary approval for the same must be obtained annually. All purchases within the allotted
budget must be done centrally and should be in line with the purchasing policy of DDU. The
technical specifications of major resources shall oe concluded in consultation with the lIIE
committee of the University. I I l.
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~u~ .......,~u.u and Specifications for the Networking Hardware (such as firewall, routers,
switches, Fiber cables and modules with required accessories, mounting racks, Online UPS,
Network Access Storage devices, etc. ) must be decided by the DDU Network Administrator
in consultation with the lIIE committee of University.

Computer peripherals (such as printers, scanners, external hard drives, Webcam, Head Phones,
Speakers, CCTV, and Projectors, etc.) can only be purchased where they are not included in
any hardware purchase or are considered to be an additional requirement to existing
peripherals. Computer peripherals purchased must be compatible with all other computer
hardware and software in the institution.
1.1.2 Software Resources

DDU encourages and promotes the use of open-source or freeware for academic activities.
Open source or freeware software can be obtained without payment and is usually downloadeddirectly from the internet.

All software including open source or freeware that requires licensing or involves legal
implications must be approved by the Head of the respective Department, prior to the use ordownload of such software.

All licensed software requiremerits should be reviewed by the central committee and
appropriately purchased depending upon the need and budget allocation. All licensed and/or
proprietary software must be purchased centrally from authorized partners and distributed to
the concerned department or end user.

All software must be appropriately registered with the supplier where this is a requirement.
DDU is to be the registered owner of all software. All software must be compatible with the
institution's server and/or hardware system.

1.2 IT Usage Policy

It is necessary to ensure that the use of IT resources (Hardware/Software) for all employees
within the institution is appropriate. All employees ofDDU and the other users must adhere to
the IT usage policy before utilizing IT re ources witliin 9BU or IT resources owned by DDUat other locations. ...

1.2.1 Software Usage
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Unauthorized software is prohibited from being used in the institution. It includes the use of
software owned by an Employee and loading it onto the institution's computer. Software audit
of all hardware once a year should be completed to ensure that software copyrights and licenseagreements are adhered to.

Without approval, software owned by DDU cannot be loaded on an employee's personnel
computer that is not owned by the institute. Where an employee is required to use the software
at home, an evaluation of providing the employee with a portable computer should be
undertaken in the first instance. Where it is found that software can be used on the employee's
home computer, it may be permitted provided there is no restriction of licensing or copyright.
In extreme conditions, separate software may be procured for usage at home. Where software
is purchased in this circumstance, it remains the property of the institution andmust be recordedon the software register.

The unauthorized duplicating, acquiring, or use of software copies is prohibited. Any employee
who makes acquires, or uses unauthorized copies of the software will be referred to the HIE
committee of the University for Further Consultation. The illegal duplication of software or
other copyrighted works is not condoned within this institution and University is authorized to
take disciplinary action where such an event occurs.

For all software including purchased or licensed software applications, and any other software
residing on DDU-owned equipment, all users must comply with the software licensing policy
and must not use/install/download any software for their individual use without prior approval.

UCC takes no responsibility for the content of machines connected to the Network, regardless
of those machines being University or personal property. In case any such software is found
on any DDU system which is not allocated to the individual user, it shall be the responsibility
of the user to inform the same to department head or higher officials.

1.2.2 Hardware Usage

area, web pages,
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Access Control

Users must physically connect or disconnect any equipment, includingDDU-owned computers
and printers, to or from any DDU network only after permission.

All DDU computers that are either permanently or temporarily connected to the internal
computer networks must have a password-based access control system. Regardless of the
network connections, all computers handling confidential information must also employ
appropriate password-based access control systems.

Only persons who have been authorized can access and/or make emergency changes to any
DDU computer system or centralized network devices.

Unless prior approval has been obtained, users shall not establish Internet or other external
network connections that could allow non-authorized users to gain access to DDU systems and
information. All in-bound connections to DDU computers from external networks must be
protected with an approved password or ID access control system.

Modems may only be used at DDU after receiving the written approval of the Vice Chancellor
and must be turned off when not in use.

All access control systems must utilize user IDs, passwords, and privilege restrictions unique
to each user. Users are prohibited from logging into anyDDU system anonymously. To prevent
unauthorized access all vendor-supplied default passwords must be changed before DDU's use.

Access to the server room is restricted and only recognized IT staff or someone with due
authorization is permitted to enter the room. The server room location is independent and not
shared either with UCC or laboratory or classroom.

Users shall not make copies of system configuration files (e.g. Passwords, etc) for their own,
unauthorized personal use or to provide to other users for unauthorized uses.
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To ensure that a password is not misused, passwords must not be stored in readable form in
batch files, automatic log-in scripts, software macros, terminal function keys, in computers
without access control systems, or in other locations where unauthorized persons mightdiscover them.

Under no circumstances, users shall use another user's account or password without properauthorization.

Under no circumstances, the user must share hislher password(s) with other users, unless the
said user has obtained from the concerned authority the necessary approval in this regard. In
cases where the password(s) is/are shared in accordance with the above, the user shall be
responsible for changing the said password(s) immediately upon the completion of the task for
which the password(s) was shared.

In cases where no prior approval had been obtained for sharing ofpassword(s) with other users,
such user shall be completely responsible for all consequences that shall follow in respect of
breach of this Policy and DDU shall initiate appropriate disciplinary proceedings against thesaid user.

1.2.5 Internet and Intranet Usage

The campus network backbone and its active components are administered, maintained, andcontrolled by UCC.

Major network expansion is also the responsibility of UCC. Every 3 to 5 years, UCC reviews
the existing networking facilities and the need for possible expansion. Network expansion will
be carried out by UCC when the university makes the necessary funds available.
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t.,rt·"'r., with the service run by DCC. Even configuration of any computer with additional
network interface card and connecting another computer to it is considered as proxylDHCPconfiguration.

Individual departments/individuals connecting to the university network over the LAN may
run server software, e.g., HTTP/Web server, SMTP server, FTP server, only after bringing it
to the knowledge of the DCC and after meeting the requirements of the university IT policy for
running such services.

Individual connecting to the university network over the WLAN must register for the same
with DCC. Network access must be restricted either via authentication or MAC/IP address
restrictions or both. If individual department/units wants to have wireless extension over the
wired network, prior to installation of such network, it should obtain permission from the
university authorities whose application must be routed through the In-charge, DCC.

DCC provides Network Access IDs and email accounts to the individual users to enable them
to use the Internet services through campus-wide network and email facilities provided by the
university upon receiving the requests from the individuals on prescribed proforma. The
credentials provided are not to be shared with any employee within the institution.

Access to the internet and its resources is provided for the academic activities on behalf of
DDD. Reasonable personal use of the Internet is permitted, according to constraints and
conditions set out into the Network Firewall by the DCC.

Requests for new user-IDs and changes in privileges must be made to the DCC in email
(itsuPPort@ddu.ac.in) with a copy to the respective Head of the Department/Activity In charge.
Requesting users must clearly state why the changes in privileges are necessary.

Where an employee forgets the password or is 'locked out', then the DDD Network
Administrator is authorized to reissue a new password upon receiving an official email request
on itsuPPort@ddu.ac.in, from the user or an authorized person on behalf.
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Institute has procured sufficient bandwidth plan. In order to ensure its maximum utilization for
academic activities, software patches or updates may be downloaded with prior intimation to
the DDU Network Administrator. While doing so, strict adherence to the vendor's security and
usage guidelines must be ensured.

Furthermore, users may not conduct any form of "hacking" or use malicious code to penetrate
or attempt to penetrate other computers or to deliberately release viruses or other harmful
programs within either the DDU network or the internet or bypass security features.

Use ofDDU network resources to illegally distribute or duplicate unauthorized copyrighted or
licensed material is prohibited. Users shall not make unauthorized copies of copyrighted
software, except as permitted by law or by the owner of the copyright.

1.2.6 Email Usage

All authorized users are provided with an e-mail account on ddu.ac.in domain, which is either
individual to the specific user or generic email ID and the same is protected with a password
which is provided to the individual user. DDU Network Administrator is responsible for the
issuing an initial password (that will be required to be changed when the employee logs in forthe first time.)

DDU email users are required to use this communication tool in a responsible fashion and to
observe the related guidelines. DDU provides the email system for the purposes of conducting
academic & technical activities and it may not be used for personal gain or other activities
unrelated to DDU's operations. Users must not use the system to promote an external cause
without prior permission from the competent authorities. Incase any individual is found using
e-mail service, which is objectionable by any means, the access can be terminated by IT
department without any prior information, however the same may be re-instated with theapproval.
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